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EXHIBIT H 
 

IT PROPRIETARY RIGHTS AND DATA SECURITY ADDENDUM 
 

Greater Richmond Transit Company (GRTC) has invested extensive time, money and specialized resources 
into developing, collecting and establishing its tangible and intangible proprietary assets. This Proprietary 
Rights and Data Security Addendum (this “Addendum”) identifies and acknowledges GRTC’s proprietary 
rights, establishes baseline commitments regarding data security and represents a set of standard terms 
applicable to service providers and business partners when they enter into contracts with GRTC. 
Capitalized terms used in this Addendum have the meanings set forth in the Agreement, unless differently 
defined in this Addendum. The Contractor is responsible for ensuring compliance with the terms of this 
Addendum by the Contractor’s employees, agents and contractors and all of the restrictions and obligations 
in this Addendum that apply to the Contractor also apply to the Contractor’s employees, agents and 
contractors. The term “including” or “includes” means including without limiting the generality of any 
description to which such term relates. 

 
1. DEFINITIONS 

 

The following terms will have the meanings described below in this Addendum. 
 
a) “GRTC Data” means all data, content or information, in any form or format, including interim, 

Processed, compiled, summarized, or derivative versions of such data, content or information, and 
any insights that may be learned from such data, content or information, that may exist in any system, 
database, or record that is either 

 
(i) provided by or on behalf of GRTC or its customers to the Contractor, or 

 
(ii) is obtained, developed, produced or Processed by the Contractor or its systems, in each of (i) and 

(ii) in connection with the relationship or arrangements established by the Contract, but excluding 
any data or information that is expressly defined as owned by the Contractor in the Contract. 

 
b) “GRTC Electronic Property” means: 

 
(i) any websites controlled by GRTC, 

 
(ii) any GRTC mobile device apps, 

 
(iii) any application programming interfaces (API) to GRTC’s information technology systems, 

 
(iv) any other kiosks, devices or properties for consumer interaction that are created, owned, or 

controlled by GRTC, and 
 

(v) versions and successors  of  the  foregoing,  any  form  or  format  now  known  or  later 
developed, that may be used by customers obtaining products or services from GRTC. 

 
c) “Contract” means that certain contract for products and services entered into between the Contractor 

and GRTC to which this Addendum is attached or incorporated by reference. 
 
d) “Data Law” means, as in effect from time to time, any law, rule, regulation, declaration, decree, 

directive, statute or other enactment, order, mandate or resolution, which is applicable to either 
the Contractor or GRTC, issued or enacted by any national, state, county, municipal, local, or other 
government or bureau, court, commission, board, GRTC, or agency, relating to data security, data 
protection and/or privacy. Data Laws also include ISO 27001 and ISO 27002, the most current Payment 
Card Industry Data Security Standard (the “PCI DSS”, and other industry standard practices) and 
any 
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financial standards or business requirements applicable to GRTC’s business or GRTC Data and/or GRTC 
Electronic Property. 

a) “Personal Identifying Information” means any data that identifies or could be used to identify a natural 
person, including name, mailing address, phone number, fax number, email address, Social Security 
number, credit card or other payment data, date of birth, driver’s license number, account number or 
user ID, PIN, or password. 

 
b) “Process” or “Processing” means, with respect to GRTC Data, to collect, access, use, process, 

modify, copy, analyze, disclose, transmit, transfer, sell, rent, store, or retain or destroy such data in 
any form. For the avoidance of doubt, “Process” includes the compilation or correlation of GRTC Data 
with information from other sources and the application of algorithmic analysis to create new or 
derivative data sets from GRTC Data. 

 
c) “Remediation Efforts” means, with respect to any Security Incident, activities designed to remedy a 

Security Incident which may be required by a Data Law or by GRTC’s or the Contractor’s policies or 
procedures, or which may otherwise be necessary, reasonable or appropriate under the 
circumstances, commensurate with the nature of such Security Incident.  Remediation Efforts may 
include: 

 
(i) development and delivery of legal notices to affected individuals or other third parties; 

 
(ii) establishment and operation of toll-free telephone numbers for affected individuals to receive 

specific information and assistance; 
 

(iii) procurement  of  credit  monitoring,  credit  or  identity  repair  services  and  identity  theft 
insurance from third parties that provide such services for affected individuals; 

 
(iv) provision of identity theft insurance for affected individuals; 

 
(v) cooperation with and response to regulatory, government and/or law enforcement inquiries and 

other similar actions; 
 

(vi) undertaking of investigations (internal or in cooperation with a governmental body) of such 
Security Incident, including forensics; 

 
(vii) public relations and other crisis management services; and 

 
(viii) cooperation with and response to litigation with respect to such Security Incident (including, but not 

limited to, class action suits or similar proceedings); and in each case of examples (i) through  
(viii), payment of legal costs, disbursements, fines, settlements and damages. 

 
b) “Security Incident” means: 

(i) the loss or misuse of GRTC Data and/or GRTC Electronic Property. 

(ii) the inadvertent, unauthorized, or unlawful processing, alteration, corruption, sale, rental, or 
destruction of GRTC Data and/or GRTC Electronic Property. 

1. unauthorized access to internal resources. 

2. programmatic manipulation of a system or network to attack a third party. 

3. elevation of system privileges without authorization. 

4. unauthorized use of system resources. 

5. denial of service to a system or network; or 
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6. any potential or confirmed exposure (which may stem from an act or omission to act) that 
would result in any of the events described in (i) through (viii). 

 

c) “Security Policies” means statements of direction for Security Requirements and mandating 
compliance with applicable Data Laws. Typically, Security Policies are high level instructions to 
management on how an organization is to be run with respect to Security Requirements. 

 
d) “Security Procedures” means statements of the step-by-step actions taken to achieve and maintain 

compliance with Security Requirements. 
 
e) “Security Requirements” means the security requirements set forth below in Section 7 of this 

Addendum and any security requirements requested by GRTC from time to time. 
 
f) “Security Technical Controls” means any specific hardware, software or administrative mechanisms 

necessary to implement, maintain, comply with and enforce the Security Requirements. Security 
Technical Controls specify technologies, methodologies, implementation procedures, and other 
detailed factors or other processes to be used to implement and maintain Security Policies and 
Procedures relevant to specific groups, individuals, or technologies. 

 
2. FISMA COMPLIANCE 

 

Both parties will comply with all federal and state regulations, statues, and laws that govern this Agreement 
which includes, without limitation, the Federal Information Security Management Act, 2006 (FISMA) to the 
extent applicable to GRTC’s business or the products and services provided by the Contractor. The 
Contractor accepts ultimate responsibility and liability for the protection and preservation of all GRTC 
Data and GRTC Electronic Property through a security operational plan (the “Security Plan”). The 
Contractor will make available a current copy of the Security Plan for review upon GRTC’s request. FISMA 
requires organizations to meet minimum security requirements by selecting the appropriate security controls 
as described by NIST Special Publication (SP) 800-53 revision 4, “Security and Privacy Controls for 
Federal Information Systems and Organizations.” Note that organizations must always reference the most 
current version of NIST SP 800-53 for the security control selection process. The Contractor should meet 
the minimum-security requirements detailed in FIPS Publication 200. 

 
3. GRTC DATA 

 

As between the Contractor and GRTC (i.e., without addressing rights of third parties), GRTC is the sole 
owner of all rights, title and interest in and to GRTC Data and GRTC Electronic Property. Except as expressly 
authorized in the Agreement, the Contractor may not use, edit, modify, create derivatives, 
combinations, or compilations of, combine, associate, synthesize, re-identify, reverse engineer, reproduce, 
display, distribute, disclose, sell or Process any GRTC Data or GRTC Electronic Property. The Contractor 
will not use GRTC Data or GRTC Electronic Property in a manner that is harmful to GRTC. 

 
4. PERSONAL IDENTIFYING INFORMATION 

 

The Contractor will comply with any Data Laws relating to the use, safeguarding, or Processing of any 
Personal Identifying Information, including any requirement to give notice to or obtain consent of the 
individual. In Processing any Personal Identifying Information, the Contractor will at all times comply with 
any posted privacy policy or other representations made to the person to whom the information is 
identifiable, and to communicate any limitations required thereby to any authorized receiving party 
(including any modifications thereto) in compliance with all Data Laws. The Contractor will ensure that any 
such receiving party abides by any such limitations, in addition to the requirements of the Agreement. 
Notwithstanding the foregoing, the Contractor represents and warrants that Personal Identifying Information 
will not be Processed, transmitted, or stored outside of the United States. The Contractor shall take 
reasonable steps to maintain the confidentiality of and will not reveal or divulge to any person or entity any 
Personal Identifying Information that becomes known to it during the term of this Contract. The Contractor 
must maintain policies and programs that prohibit unauthorized disclosure of Personal Identifying  
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Information by its employees and subcontractors and promote training and awareness of information 
security policies and practices. The Contractor must comply, and must cause its employees, 
representatives, agents ,  and  subcontractors  to  comply,  with  such  commercially  and  operationally 
reasonable directions as GRTC may make to promote the safeguarding or confidentiality of Personal 
Identifying Information. The Contractor must conduct background checks for employees or sub-Contractors 
that have access to Personal Identifying Information or systems Processing Personal Identifying 
Information. The Contractor must limit access to computers and networks that host Personal Identifying 
Information, including without limitation through user credentials and strong passwords, data encryption 
both during transmission and at rest, firewall rules, and network-based intrusion detection systems. In 
addition to the foregoing, to the extent that any Personal Identifying Information qualifies as Protected 
Health Information that is subject to protection under the Health Insurance Portability and Accountability 
Act of 1996 ("HIPAA," found at Public Law 104-191), and certain privacy and security regulations 
promulgated by the U.S. Department of Health and Human Services to implement certain provisions of 
HIPAA and the Health Information Technology for Economic and Clinical Health Act (the "HITECH Act"), 
and its implementing regulations found in the Omnibus Final Rule (collectively the "HIPAA Regulations") 
found at 45 C.F.R. Parts 160, 162 and 164, the Contractor will execute and abide by the rights and 
obligations set forth in the Business Associate Agreement of GRTC. 

 
5. NO IMPLIED RIGHTS 

 

No right, license, permission, or ownership or other interest of any kind in or to any GRTC Data or other 
intellectual property rights owned or licensed by GRTC is or is intended to be given or transferred to or 
acquired by the Contractor except as expressly stated in writing in the Agreement. 

 
6. PROHIBITED INTERNET PRACTICES 

 

The Contractor will not, and will not authorize or encourage any third party to, directly or indirectly: 
 
a) use any automated, deceptive, or fraudulent means to generate impressions, click-throughs, or any 

other actions in relation to advertisements or Internet promotions on GRTC Electronic Property or in 
relation to advertisements or Internet promotions of GRTC (or its products or services) on third party 
websites; or 

 
b) collect or Process data from an GRTC Electronic Property other than as has been expressly 

authorized by GRTC in the Agreement or another written agreement with GRTC. Except as expressly 
allowed in the Agreement, the Contractor will not “screen-scrape” GRTC Electronic Property or 
conduct any automated extraction of data from GRTC Electronic Property or tracking of activity on 
GRTC Electronic Property. 

 
7. SECURITY REQUIREMENTS 

 

The Contractor will apply reasonable physical, technical and administrative safeguards for GRTC Data that 
is in the Contractor’s possession or control in order to protect the same from unauthorized Processing, 
destruction, modification, or use that would violate the Agreement or any Data Law. The Contractor 
represents and warrants that the Security Policies, Security Procedures and Security Technical Controls 
as they pertain to the services being rendered to GRTC by the Contractor or its subcontractors and any 
Processing of GRTC Data by the Contractor or its subcontractors will at all times be in material 
compliance with all Data Laws. In addition, the Contractor will require any of its employees, agents or 
contractors with access to GRTC Data to adhere to any applicable Data Laws, and the Contractor 
represents and warrants that such employees, agents and contractors have not been involved in any 
violation of applicable Data Laws in the twenty-four months before the Effective Date. The Contractor will 
take into account the sensitivity of any GRTC Data in the Contractor’s possession in determining 
reasonable controls used to safeguard such GRTC Data. 
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8. DATA SEGREGATION AND ACCESS 

 

The Contractor will physically or logically segregate stored GRTC Data from other data and will ensure that 
access to GRTC Data is restricted to only authorized personnel through security measures. The 
Contractor will establish and maintain appropriate internal policies, procedures and systems that are 
reasonably designed to prevent the inappropriate use or disclosure of GRTC Data. 

 
 
9. PCI COMPLIANCE 

 

If the Contractor Processes payment card data, cardholder data, or sensitive authentication data on behalf 
of GRTC or if the Contractor otherwise can impact the security of said data belonging to GRTC, the 
Contractor is responsible for the security of said data. The Contractor represents and warrants that it has 
performed an assessment to confirm that the material aspects of the Contractor’s Security Policies, 
Security Procedures and Security Technical Controls (as they pertain to the services being rendered to 
GRTC by the Contractor or its subcontractors and any Processing of GRTC Data by the Contractor or its 
subcontractors) comply with the PCI DSS and the Contractor will repeat this assessment each year 
during the Term. The Contractor will provide certification of compliance with this requirement upon request 
from GRTC. 

 
10. SECURITY REVIEWS AND AUDITS 

 

The Contractor will, upon request, provide GRTC with reports of any audits performed on the 
Contractor’s Security Policies, Security Procedures or Security Technical Controls. At a minimum, such 
reports will include any certifications of the Contractor’s agents and contractors. Additionally, the Contractor 
will respond within a reasonable time period to any inquiries from GRTC relating to the Contractor’s and 
its agents’ and contractors’ Security Policies, Security Procedures and Security Technical Controls. The 
Contractor will, upon GRTC’s request, provide GRTC or its representatives access to the Contractor’s and 
its agents’ and contractors’ systems, records, processes and practices that involve Processing of 
GRTC Data so that an audit may be conducted. GRTC will not exercise such audit right more frequently 
than once per twelve (12) month period and GRTC will bear the full cost and expense of any such audit, 
unless such audit discloses a Security Incident or a breach of this Addendum or the Agreement, in which 
case the Contractor will bear the full cost and expense of such audit and a further audit may be conducted 
by GRTC or its representatives within the current twelve (12) month period. 

 
11. SECURITY INCIDENTS 

 

The Contractor will timely and promptly notify GRTC upon discovering or otherwise learning of a Security 
Incident involving GRTC Data or GRTC Electronic Property, to the extent within the Contractor’s access, 
possession, or control. Following any Security Incident, the Contractor will consult in good faith with GRTC 
regarding Remediation Efforts that may be necessary and reasonable. The Contractor will: 

 
a) at GRTC’s direction undertake Remediation Efforts at the Contractor’s sole expense and 

reimburse GRTC for its reasonable costs and expenses in connection with any Remediation Efforts 
it elects to undertake, 

 
b) ensure that such Remediation Efforts provide for, without limitation, prevention of the recurrence of 

the same type of Security Incident, and 
 

c) reasonably cooperate with any Remediation Efforts undertaken by GRTC. 
 

d) Without limiting the foregoing, the Contractor will: 
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(i) immediately undertake investigations (internal or in cooperation with a governmental body) of 
such Security Incident, including forensics, 

 
(ii) timely share with GRTC any Security Incident-related information, reports, forensic evidence and 

due diligence obtained from the investigation into the Security Incident and cooperate with GRTC in 
response to regulatory, government and/or law enforcement inquiries and other similar actions, (iii) 
cooperate with GRTC with respect to any public relations and other crisis management services, 
and litigation with respect to such Security Incident (including, but not limited to, class action suits or 
similar proceedings); and in each instance of Security Incident, be liable and responsible for payment 
of legal costs, disbursements, fines, settlements and damages. To the extent that GRTC is bound to 
comply with any interlocal agreements pertaining to shared information (including GRTC Data), the 
Contractor agrees that it will comply with, and cooperate with GRTC in its compliance, with all rights 
and obligations pertaining to GRTC Data and/or GRTC Electronic Property under such interlocal 
agreements. 

 
12. NOTICE TO GRTC CUSTOMERS AND EMPLOYEES 

 

Any notifications to any of GRTC’s customers or employees regarding Security Incidents will be handled 
exclusively by GRTC and the Contractor may not under any circumstances contact GRTC’s customers 
or employees relating to such Security Incident unless the Contractor is under a legal obligation to do so, in 
which event: 

 
a) the Contractor must notify GRTC in writing promptly after concluding that the Contractor has the legal 

obligation to notify such customers or employees and explain in such notice to GRTC the basis for 
the legal obligation and 

 
b) the Contractor will limit the notices to any of GRTC’s customers and employees to those required 

by the legal obligation or as pre-approved by GRTC. 
 
c) The Contractor will reasonably cooperate in connection with notices to GRTC’s customers and 

employees regarding a Security Incident and the Contractor will assist with sending such notices if 
so requested by GRTC. 

 
13. EQUITABLE RELIEF 

 

The Contractor acknowledges that GRTC may have no adequate remedy at law if there is a breach or 
threatened breach of any of the obligations set forth in this Addendum and, accordingly, that GRTC may, in 
addition to any legal or other remedies available to GRTC, seek injunctive or other equitable relief to prevent 
or remedy such breach without requirement of a bond or notice. The Contractor will not object or defend 
against such action on the basis that monetary damages would provide an adequate remedy. 
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