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Vision: 
GRTC Transit System seeks to become the leading provider of World class 

Transportation services and mobility solutions 

 

Our Mission: 
GRTC Transit System’s mission is to provide clean, safe, reliable transportation to 

improve mobility and access throughout Central Virginia 

 

Core Values: 
• Absolute Integrity, Competence, Diligence in performance of our duties 

• Commitment to put Safety First in order to provide safe transportation to our 
customers and a safe work environment for our employees 

• Commitment to provide exceptional customer service 

• Responsiveness to the needs of the communities we serve 

• Promotion of the personal and professional growth of our employees 
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Memorandum of Executive Approval/Overview 

 

To:  All Employees 

From:  Sheryl Adams 

Date:  August 1, 2016 (Revisions Made October ,2020 ) 

Subject: System Security Program Plan 

 

Recent events have focused renewed attention on the vulnerability of the 

nation’s critical infrastructure to major events, including terrorism.  This Guide has been 

prepared to support the activities of public transportation systems to plan for and 

respond to major security threats and emergencies.  It emphasizes the importance of 

developing critical relationships, preparing strategies and policies, and setting training 

and funding priorities.   

Legendary Coach John Wooden's somber reminder that "failure to prepare is 

preparing to fail" applies to the challenge of preparing for terrorism and other major 

events in the transportation environment.  The capability to perform effectively in 

uncertain times is the result of practice and self-assessment.  Systems that know their 

own strengths and weaknesses, and have invested in developing core capabilities, skills, 

and knowledge, will be in better shape.  There is no universal cookbook for 

preparedness, and there are no assurances that even the most protected assets will not 

be targeted.  However, within this framework of uncertainty, evidence does suggest 

that location makes a difference in the wake of destruction.  

According to the FBI, what makes a specific facility or location attractive to a 

terrorist is not always easy to identify.  Based on current intelligence, the FBI urges 

transportation systems serving communities with the following characteristics to 

consider themselves at a higher level of risk: 
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• Availability of targets with symbolic meaning for the United States Government or 
its culture and way of life; 

• Availability of targets whose destruction would provide the potential terrorist 
element (PTE) with visibility and prestige; 

• Availability of targets with the potential to significantly impact on a single 
community, but also a state, and the nation such as the April 15, 2013 Boston 
Marathon bombings; 

• Availability of high-value targets (e.g., high replacement costs, high commercial 
impacts of delay and destruction, high loss on US economy); 

• Availability of major targets that provide relative ease of access. 

The most important threat reduction measures is awareness of out of the 

ordinary incidents, and prompt communication of that information to the organization’s 

security team or management. 

Emergency management in public transportation is constantly evolving, 

incorporating lessons learned from major events, as well as facing new threats.  The 

Executive Officers and Staff will continually involve themselves in formulating, reviewing 

and revising security and emergency preparedness policies, goals and objectives. 

 

 

_______________________________ ______________________ 

Sheryl Adams      Date  

Chief Operating Officer 
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1.0 Purpose of a System Security Program Plan 

To establish the importance of security and emergency preparedness, GRTC has 

developed a System Security Program Plan.  The plan outlines processes that will allow 

informed decisions appropriate for the operations, passengers, employees and 

communities regarding the development and implementation of a comprehensive 

security and emergency preparedness program. 

 

The plan will serves as a blueprint for all security activities by: 

 

• Setting goals and objectives 

• Establishing how security activities are organized 

• Outlining employee and departmental responsibilities with respect to 
security 

• Instituting threat and vulnerability identification, assessment, and 
resolution methodologies  

 

Plan updates will occur annually to record and evaluate past security performance of 

the system, to identify modifications that are needed, and to establish objectives for the 

upcoming year.  A commitment by all plan stakeholders to incorporate security into 

every aspect of the system’s operations is the only way to ensure plan compliance.  

GRTC hopes to achieve an effective safety security program plan that will allow 

enhanced coordination with local public safety agencies in our service area.   

1.1 Goals 

System Security and Emergency Preparedness – Operations, technology management, 

and security principles are applied with a legitimate criterion in designing security and 

preparedness measures.  Many of the security measures recommended by federal, 

state, and local systems have also been found to contribute to the efficiency of public 

transportation operations such as: 
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• Vehicle locating systems, multimodal communications  

• Design and materials used in station and coach construction 

• Passenger safety equipment which make systems more convenient and attractive 
to passengers  

• Good lighting, clean interiors, timely information on system status, visible 
presence of staff 

• Digital video recorders (DVRs) 

• Closed circuit televisions (CCTV) 

• High-profile and undercover patrolling measures that respond to various types of 
transit and community emergencies. 

The Safety Security Program Plan (SSPP) provides GRTC with a security and emergency 

preparedness capability that will: 

1. Ensure that security and emergency preparedness inherit all phases of system 
operation, including the hiring and training of personnel; the procurement and 
maintenance of agency equipment; the development of policies, rules, and 
procedures; and coordination with local public safety and community 
emergency planning agencies. 

2. Promote analysis tools and methodologies to encourage safe system operation 
through the identification, evaluation and resolution of threats and 
vulnerabilities, and the on-going assessment of agency capabilities and 
readiness. 

3. Create a culture that encourages employee safety, security and safe system 
operation during emergency and non-emergency conditions through 
compliance with agency rules and procedures. 

 

1.1.2 Vigilance is the best defense 

All sectors indicate that the most important threat reduction measure is vigilance on the 

part of the transportation system’s staff, their awareness of anything out of the 

ordinary, and their prompt communication of that information to the organization’s 

security team or management. 

• Types of weapons used against public transportation vehicles, operators or 
passengers? 

• Ways of recognizing a chemical or biological incident? 
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• Out of the ordinary conditions that might warrant special attention from 
operators, maintenance personnel, and passengers? 

• How can transportation staff and passengers be effective eyes and ears for the 
community? 

Procedures, training, and reinforcement should be provided to all employees to make 

sure that they understand what constitutes an unusual event and what they should do 

upon observing one.  Managers should be committed to developing internal procedures 

for handling reports of unusual activity or objects and should encourage their 

enforcement.  

1.1.3 Objectives and Tasks 

The Security Program has four objectives with associated tasks: 

 

OBJECTIVES ASSOCIATED TASKS 

Achieve a level of security 

performance and emergency 

readiness that meets or exceeds the 

operating experience of similarly-

sized agencies around the nation 

o Review materials available 
from FTA, APTA and other 
agencies regarding industry 
standards. 

o Establish target measures of 
system security and 
emergency preparedness 
performance. 

Increase and strengthen community 

involvement and participation in the 

safety and security of our system 

o Establish meetings with local 
emergency responders 

o Review local Emergency 
Operations Plan 

Develop and implement a 

vulnerability assessment program, 

and based on the results of this 

program, establish a course of action 

o Establish Vulnerability 
Assessment Team 

o Initiate Annual Assessment 
Program 
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for improving physical security 

measures and emergency response 

capabilities. 

Expand our training program for 

employees and contractors to 

address security awareness and 

emergency management issues. 

o Develop training program in 
coordination with GRTC and 
local law enforcement 

o Train all operators, 
supervisors and facilities 
managers. 

 

1.1.4 Consider Budget 

Take a balanced approach; commensurate with system resources and capabilities, 

threat levels and protection requirements vary with the size of the community and the 

features of the service area. Evaluate threats and vulnerabilities using realistic scenarios 

that identify those elements of service with the potential for mass casualty events. 

Preparation should focus on the most likely threats in order to insure that budgets and 

human capital distribution is appropriate.  Security and emergency preparedness 

programs must be accountable for their return on investment.   

1.2  Scope of Program 

GRTC’s Safety Security Program Plan is applicable to all aspects of current service, 
ensuring that operations and training coordinate with local public safety agencies.  Key 
elements of the Safety Security Program Plan include: 

1. An evaluation of current capabilities to identify and prevent security incidents 
that may occur.  

2. Development of a Vulnerability Assessment Program to identify weaknesses 
and guide planning activities. 

3. Improved Physical Security. 
4. Review and expansion of training programs for security and emergency 

response. 
5. Enhanced emergency planning and procedures development. 
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6. Improved coordination with the Public Safety Agencies in the general service 
area. 

 

2.0 Background and History of Transit Agency 

 
The first commercially successful electric street railway in the United States was built in 
Richmond by Frank Julian Sprague. Public electric railway service began in 1888, 
replacing the horse-car service inaugurated in 1860.  Street railway service was 
operated until 1949, when the system became fully motorized.  Motorized transit 
service first appeared on Richmond streets in 1923. 

The company that employed Sprague developed into the Virginia Railway and Power 

Company, later renamed the Virginia Electric and Power Company (now Dominion 

Power), which operated street railways and motor bus service in Richmond until the 

federal government ordered divestiture of the company’s transit in 1944.  The successor 

company, Virginia Transit Company, which operated the transit systems in Richmond, 

Norfolk, and Portsmouth, became part of the United Transit Company, a national 

holding company, in 1945.  Virginia Transit Company ceased operations in Portsmouth 

on September 16, 1961. 

In 1962, the United Transit Company holdings in Virginia was purchased by American 

Transportation Enterprises and continued to operate as the Richmond and Norfolk 

divisions of the Virginia Transit Company.  The Norfolk division was sold to the City of 

Norfolk on March 8, 1973.  The Richmond division was sold to the Greater Richmond 

Transit Company (GRTC), on September 1, 1973.  Since that time, GRTC has provided 

transit service in Richmond and the surrounding area. 

GRTC is the principal public transportation provider for the Richmond urbanized area.  

GRTC was created pursuant to authority granted to the City of Richmond in Section 

2.03.3 of the Richmond City Charter and was incorporated on April 12, 1973, for the 

purpose of providing public transportation service in the Richmond area.  Currently, 

GRTC operates Fixed-route and Para-transit service to the City of Richmond, Chesterfield 

and Henrico counties.  Weekend Fixed-route service and Para-transit service is available 



 System Security Program Plan | 11 

 

  
 

within the City of Richmond and Henrico County only and will offer the BRT service to 

the City of Richmond and Henrico County.  

 

2.1 Organizational Structure 
 
The GRTC Transit System has a six member Board of Directors appointed by the 
jurisdictions that they represent.  

 
Executive Staff                                                                                                  
GRTC’s Executive Staff is a team of individuals at the highest level of 
organizational management who have the day-to-day responsibilities of managing 
the city transit system.  The executive staff holds specific executive powers 
conferred to them by authority of the board of directors. The executive staff often 
has higher levels of responsibility, such as authorizing the funding of special 
projects as designated by the federal, state, and local jurisdictions.  The executive 
staff typically consists of the heads of the firm's major departmental functions 
such as the Chief Executive Officer (CEO), Chief Operating Officer (COO), Chief of 
Transit Operations, Chief of Staff, Chief Financial Officer (CFO), Director of Human 
Resources, Director of Safety & Risk Management, Director of Maintenance, 
Director of Special Projects, Director of Planning, Scheduling, and Government 
Relations, Executive Director of RideFinders, Construction Manager Project 
Administrator,  and Marketing Manager. 

 
Chief Executive Officer (CEO)                                                             
The Chief Executive Officer is responsible for leading the development and 
execution of the Company’s long term strategy with a view to creating 
shareholder value. The CEO’s leadership role also entails being ultimately 
responsible for all day-to-day management decisions and for implementing the 
Company’s long and short term plans. The CEO acts as a direct liaison between 
the Board and management of the Company and communicates to the Board on 
behalf of management. The CEO also communicates on behalf of the Company to 
shareholders, employees, Government authorities, other stakeholders and the 
public. 
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Chief of Staff/Chief Operating Officer (COO)  
The Chief of Staff/Chief Operating Officer is responsible for managing all hands-on 
operational aspects of the company.  The COO assists the CEO in the aggressive 
and successful growth of the company.  
 

Chief of Transit Operations                                                                                     

 The Chief of Transit Operations leads the department that is responsible for 
delivering safe, courteous, and reliable service to the residents of the City and 
Counties served by GRTC.  The department consists of two units:  Transportation 
and Customer Service.  Transportation is responsible for bus operations.   

 

Chief Financial and Administrative Officer 
The Chief Financial and Administrative Officer provides both operational and 
programmatic support to the organization.  The CFAO supervises the finance unit 
and is the chief financial spokesperson for the organization.  The CFAO reports 
directly to the CEO and directly assists the COO on all strategic and tactical 
matters as they relate to budget management, cost benefit analysis, forecasting 
needs and the securing of new funding.   
 
Director of Human Resources (HR)                                                                    
The Human Resources Director supervises and provides consultation to 
management on strategic staffing plans, compensation, benefits, training and 
development, budget, and labor relations. The HR Director provides leadership 
when developing a culture that enables employees to perform in accordance with 
firm objectives. 
 
Director of Safety and Risk Management 
The Safety Director is responsible for GRTC’s overall Safety and Risk Management 
process and governance, planning, designing, communicating and enhancing the 
overall safety and risk management process for the organization. 
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Director of Maintenance                                                                     
The Director of Maintenance is responsible for directing maintenance services; 
providing information and serving as a resource to the COO and others; achieving 
defined objectives by planning, evaluating, developing, implementing and 
maintaining services in compliance with established guidelines, codes, and 
regulations; and supervising and directing assigned staff.                                                                                                      
 
 
Capital Improvement Program manager  
Under the general direction of the CEO/COO this position is responsible for 
working with city and county leadership in creating, implementing and 
coordinating transit related capital projects and services. 
 
Director of Information Technology (IT) 

The CIO is responsible for the technological direction of the company.  The CIO 

proposes budgets for programs and projects, purchases and upgrades IT 

equipment, supervises computer specialists and IT workers, and presides over IT-

related projects. 

Director of Planning, Scheduling, and Governmental Relations 
The Director of Planning, Scheduling, and Government Relations oversees the 

Planning and Government Relations department, along with planning initiatives 

for the GRTC Transit System.  The director is responsible for cultivating and 

maintaining relationships with neighbors as well as elected officials at the local, 

state, and federal level, on behalf of GRTC.  The Planning Director also 

coordinates company response to a wide range of political and policy issues, and 

advises administrators on strategies to facilitate dialogue with government and 

community leaders. 

 
Executive Director of RideFinders 
RideFinders is the Transportation Demand Management (TDM) agency for Central 
Virginia. The Executive Director of RideFinders oversees the only GRTC operation 
managed outside the administrative structure of the GRTC Transit System.  
RideFinders administers the vanpool, carpool, and rideshare programs. 
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Facility Manager 
The Facility Manager is responsible for supervising and coordinating work 
activities related to the GRTC facility and building related projects including 
construction design, and building warranties.   
 
Director of Communications  
The director of Communications  is responsible for planning, development and 
implementation of all of the GRTC marketing strategies, marketing 
communications, and public relations activities marketing personnel are 
responsible for: 

• Requesting assistance from safety resources as needed for special events 

• Designating a Public Information Officer for media contact regarding 
security incidents and issues 

The Director of Communication also leads the Customer Service department 
which  is responsible for addressing customer inquiries and all other customer 
comments. 
 

2.2 Passenger, Vehicle, and System Safety Program 
 
GRTC adopted a revised System Safety Plan on August 1, 2013.  The plan, and all 
subsequent changes, are subject to approval by the Chief Executive Officer and 
reviewed annually by the GRTC Risk Management Department and Safety Compliance 
Specialist. 

 
GRTC Transit System management and employees share a responsibility to conduct 
their work in a manner that does not create hazards for themselves, other employees, 
or the Richmond community.  The application of a Threats and Vulnerabilities 
Assessment Program provides an analytical process to consider the likelihood that a 
specific threat will endanger the system.  These assessments typically use a combination 
of quantitative and qualitative techniques to identify security requirements, including 
historical analysis of past events, intelligence assessments, physical surveys, and expert 
evaluation.  Effective threat and vulnerability assessments typically include five 
elements:  

• Asset analysis;  

• Target or threat identification;  

• Vulnerability assessment;  
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• Consequence analysis (scenarios); and  

• Countermeasure recommendation.  

 

Threats                
Threats are any action with the potential to cause harm in the form of death, injury, 
destruction, disclosure, interruption of operations, or denial of services. System facility 
threats include a number of hostile actions that can be perpetrated by criminals, 
disgruntled employees, terrorists, and others.  

Threat analysis defines the level or degree of the threats against a facility by evaluating 
the intent, motivation, and possible tactics of those who may carry them out.  The 
process involves gathering historical data about hostile events and evaluating which 
information is relevant in assessing the threats against the facility.  These are some 
relevant questions for consideration:  

• What factors about the system invite potential hostility?  

• How conspicuous is the transportation facility or vehicle?  

• What political event(s) may generate new hostilities?  

• Have facilities like this been targets in the past?  

Vulnerabilities 
Vulnerabilities are any weakness found in a system to carry out a threat. This includes 
vulnerabilities in the design and construction of a facility, in its technological systems, 
and in the way a facility is operated (e.g., security procedures and practices or 
administrative and management controls). Vulnerability analysis identifies specific 
weaknesses with respect to how they may invite and permit a threat to be 
accomplished. 

Scenario Analysis                                  
Scenario analysis requires an interpretive methodology that encourages role-playing by 
transportation personnel, emergency responders, and contractors to brainstorm ways 
to attack the system.  By matching threats to critical assets, transportation personnel 
can identify the capabilities required to support specific types of attacks.  This activity 
promotes awareness and highlights those activities performed to recognize, prevent, 
and mitigate the consequences of attacks.   



 System Security Program Plan | 16 

 

  
 

Developing Countermeasures                                                                  
Based on results of the scenario analysis, the system can identify countermeasures to 
reduce vulnerabilities.  

• Physical protective measures designed to reduce system asset vulnerability to 
explosives, ballistics attacks, cyber attacks, and the release of chemical, 
biological, radiological, or nuclear (CBRN) agents.  

• Procedural security measures, including procedures to detect and mitigate an 
act of terrorism or extreme violence and those employed in response to an 
incident that does occur.  

In identifying these measures, the system should be able to answer the following 
questions.  

• What different countermeasures are available to protect an asset?  

• What is the varying cost or effectiveness of alternative measures?  

 
2.3 Existing Security Practices 
 
Situational Crime Prevention strategies have as their basic premise that the physical 
environment can be changed or managed to produce behavioral effects that will reduce 
the incidence and fear of crime – and the perceptions of fear.  Like all situational crime 
prevention strategies, crime prevention through environmental design (CPTED) has as 
one of its primary aims to reduce the opportunity for specific crimes to occur. 

Existing methods, procedures, and actions to prevent, or minimize security incidents 
include: 

 

• Controlled access gates at property entrance with video surveillance to help 
to discourage violators.  Electronic equipment admits visitors onto the 
property. 

• All visitors are required to register at the switchboard and given a GRTC 
Visitor Pass.  The employee they are visiting is required to accompany the 
visitor while in the building. 

• Only authorized personnel can access the finance department where the 
money room is located. 
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• Administrative Staff is familiar with the Emergency Response Plan and 
responsibilities in the event of an incident. 

• Video and audio surveillance equipment exists throughout the property in 
an effort to discourage criminal activity. 

• Camera surveillance exists on all revenue vehicles that will discourage and 
assist in solving criminal activity. 

• Bus operators do not give change or handle any company money. 

• Training operators to secure buses when leaving for any reason protects 
equipment and passengers. 

• Local police respond to all unruly passenger calls placed by bus operators to 
the GRTC radio operator.  Bus operators do not handle these situations 
themselves. 

• Global positioning satellites systems (GPS) monitor all buses at all times, on 
the street supervision assist when available.  

• System Security information is circulated to all employees. 

• Local police administer bomb threat training to bus operators in revenue 
service.  

• Emergency managers administer suspicious packages and mail handling 
training to employees.  

 
 

2.4    Closed-Circuit Television Cameras 

 

The video feeds shall be transmitted from BRT stations directly to the GRTC Transit 

Operations Center via the Ethernet communications network. The Design-Builder shall 

integrate closed-circuit television (CCTV) cameras with GRTC’s Video Insight video 

management software. No new operator consoles or displays for CCTV images will be 

required as part of the Project. The video feeds shall be recorded at the highest 

resolution for a minimum of a seven day period, either locally at the station or remotely 

at the GRTC Transit Operations Center. Recordings shall occur 24 hours a day, seven 

days a week. The recording media shall be provided in digital format such that data can 

be stored using a variety of transferable memory devices. 
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The video feeds shall be configured to allow sharing of images with the City of Richmond 

Police Department via the fiber optic communications link between the GRTC Transit 

Operations Center and the City of Richmond Emergency Communications Center. The 

Design-Builder shall integrate video feeds with the City of Richmond Emergency 

Communications Center IP Configure enterprise video management system. 

 

 
3.0 Management of the Security Program Plan 

 
The Federal Transit Administration (FTA) recommends that administration of security 
and emergency preparedness become the responsibility of one person.  A Security 
Program Manager (SPM) will develop, implement, and coordinate the System Security 
Program Plan (SSPP).  The SPM has executive authority to utilize GRTC resources in 
development of the SSPP.  The SPM will coordinate directly with dispatchers, 
supervisors, and operators, regarding the program plan.  The SPM will also coordinate 
with state and federal agencies and serve as the lead liaison for the transit agency. 
 

 AUTHORITY: Assign responsibilities and priorities for 
the program and establish requirements for internal 
and external coordination and plans.  Review 
current system safety, security and emergency 
policies, procedures, and plans and identifying 
needed improvements 
 
 

 

 

 GOALS & OBJECTIVES: Identify the program’s vision 
for short- and long-term activities.  
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ORGANIZATION: Identify roles of the security 

manager and supporting committees and/or 

teams  

 

 

 

 
RESOURCES: Set a budget identifying resources 

for planning, protection, and preparedness.  
 

 

 

 

 
DELIVERABLES:  

 Security and Emergency Preparedness Plan  

 Capabilities Assessment & Report  

 Threat and Vulnerability Assessment 

 Procedures for Managing New Threats  

 Training & Exercising Program for essential  

    positions (i.e.) bus operators, contractors 

 Design & Technology Review 

Development and implementation of plans for  
   addressing identified improvements 

 

  
 

 

 

 

 SCHEDULE: Identify key dates for activities 
associated with deliverables and their updates.  
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Coordinate with local public safety agencies and 
local community emergency planning agencies 
to address security and emergency 
preparedness; including participation in formal 
meetings and committees 
 

 

 

 

 
ASSIGN TASKS & PERFORM WORK: Identify 

specific activities and who will perform them. 

Be sure to track assignments to total 

completion.  
  

 

 

 
 

3.1 Responsibilities of Key Personnel in Regard to SSPP 
 
Chief Executive Officer 
The CEO has the overall authority to develop and execute the SSPP.  In addition, the CEO 
is responsible for the following specific activities: 

 
1. Coordinating with the SPM to ensure that sufficient resources and attention 

are devoted to the SSPP. 
2. Development of standard operating procedures related to employee security 

duties. 
3. Development and enforcement of safety and security regulations. 
4. Development of emergency operating procedures to maximize transit system 

response effectiveness and minimizing system interruptions during 
emergencies and security incidents. 

5. Development of an effective notification and reporting system for security 
incidents and emergencies. 

6. Designating a Manager for the SSPP. 
7. Communicating security and emergency preparedness as top priorities to all 

employees. 
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8. Developing relations with outside organizations that contribute to the SSPP, 
including local public safety agencies. 

 
Managers  
All managers are responsible for the security and preparedness of their sections, 
including employees, facilities, equipment, operations, and services provided. They are 
also responsible for conducting inspections and evaluating threats, vulnerabilities, and 
security concerns.  Managers should also make notification of employee disciplinary 
actions that may result in an employee becoming a risk to GRTC facilities, systems, 
passengers, other employees and GRTC assets. 
The SPM, Safety and Risk Manager, Chief of Transit Operations, and Assistant Chief of 
Transit Operations are typically responsible for developing, monitoring and 
implementing the SSPP and reporting. 
 
Supervisors                                                                                                              
Supervisors are responsible for the security and preparedness of their units, including 
employees, facilities, equipment, operations, and services under their supervision.  
Supervisors are also responsible for conducting inspections and evaluating threats, 
vulnerabilities, and security concerns as well as communicating GRTC’s security policies 
to all employees and contractors.  When responding to emergencies on a GRTC revenue 
vehicle or facility, supervisors should:  

• Provide leadership and direction to employees during security incidents; 

• Have full knowledge of all standard and emergency procedures; 

• Determine when to call for assistance; 

• Make decisions regarding the continuance of operations; 

• Respond to security related calls with police officers when required, 
rendering assistance with passenger control, victim/witness information 
gathering and general on-scene assistance; 

• Take photographs of damage/injuries and provide detailed written reports; 

• Cooperate fully with the system’s security program administrators 
regarding any accident investigations as well as listening and acting upon 
any security concerns raised by employees. 

Typical supervisory personnel include:  

• Street Supervisors  

• Radio and Window Dispatchers   
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• Bus Maintenance Foremen  
 
All Transit Facility Employees 
Each employee is responsible for working safely, securely, and for following established 

rules, procedures, policies, and safe work practices. All employees are responsible for: 

• Considering the security of passengers, vehicles, and facilities in the performance 
of all of their regular activities  

• Offering suggestions for the improved security of transportation passengers, 
vehicles, and facilities to their division or department head, the SMP, or to 
members of appropriate committees  

 
Bus Operators 
Operators will exercise maximum care and good judgment in identifying and reporting 
suspicious activities and in responding to emergencies will: 
 

• Take charge of a security incident scene until the arrival of supervisory or 
emergency personnel 

• Collect fares in accordance with company policy when it comes to fixed route as 
well as enforcing policies on BRT.  

• Attempt to handle minor non-threatening rule violations 

• Respond verbally to complaints 

• Attempt to defuse minor arguments 

• Determine when to call for assistance 

• Maintain control of the vehicle 

• Report all security incidents to agency dispatch 

• Help complete all necessary reports 
 
 
 
Other Personnel 
Other Personnel who support GRTC Transit System also have responsibilities for the 
Security Plan. 

Dispatchers: 

• Receive calls for assistance 

• Dispatch supervisors and emergency response personnel 
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• Coordinate with law enforcement and emergency medical service 
communications centers (911) 

• Notify supervisory and management staff of serious incidents 

• Complete any required security related reports 
Mechanics: 

• Report vandalism 

• Report threats and vulnerabilities of vehicle storage facilities 

• Provide priority response to safety and security critical items such as 
lighting 

Human Resources Personnel: 

• Ensuring all pre-employment screening processes are carried out effectively 
• For purposes of planning emergency evacuation it is legal to ask employees 

if they require assistance.   

• After making an offer of employment, but before employees commence at 
your company:  Ask all individuals if they need assistance during an 
emergency. Periodically survey your employees to determine what 
assistance they require: The EEOC further advises that you should provide 
the context for why you are requesting the information from employees. 

4.0 Proactive Departmental Security Strategies 
 

• Instituting proactive departmental strategies in security means undertaking 
activities to minimize breaches, threats, and vulnerabilities in the GRTC 
Transit System security.  The following categories take into account areas 
that could easily become trouble spots in different segments of the city and 
county service regions.   
 

• Fare Disputes: GRTC maintains an on-going concern regarding fare disputes 
or the evasion of fare payments.  This includes individuals who introduce 
imitation or forged methods of fare payments such as fake coins, replicated 
bills and other techniques to avoid paying bus fares.  To minimize fare 
disputes or attempted evasion, GRTC uses electronic fare collection 
equipment that generates reports on all fare collection from revenue 
vehicles.  Surveyors assigned to perform “Ride-Checks” also support 
passenger compliance with fare payment rules. GRTC will also have Fare 
Enforcement Officers enforcing fare policies of the BRT. This will add 
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another means of security and enforcement when it comes to preventing 
fare evasion. 

 

• Incidents Onboard Transit Vehicles:  Installation of newly developed video 
and audio surveillance equipment is standard on all GRTC and BRT bus and 
Para-Transit and BRT vehicles.  This minimizes transit threats and incidents 
to GRTC passengers, operators, and equipment.  In addition all vehicles are 
likewise equipped with vehicle location systems which include; Computer-
Aided Dispatch—Automatic Vehicle Locators (CAD-AVL), two-way radio 
systems, emergency alarms, and global positioning satellites (GPS) for easy 
vehicle location and monitoring. 

           Two-Way Radios   Emergency Alarms        CAD-AVL         On-Board Cameras 

      
 
These are possible events that may occur on transportation property and in the 
community served by the system.  These events range from threats and hoaxes to 
extended campaigns involving multiple attacks.  Transportation personnel should 
understand that, according to the FBI, hoaxes and threats should be expected to 
continue, and perhaps even escalate in frequency. 
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OSHA Required Safety Training 
Personal Protective Equipment, Respiratory Protection, Hearing 
Conservation, Hazard Communication, Permit Entry Confined Space and 
Confined Space Awareness, Fire Extinguisher Training, Lockout/Tagout, Hazardous 
Waste Operations and Emergency Response, On-Scene Incident Commander, 
Environmental Compliance Officer, Hazardous Waste Management, DOT 
Hazardous Materials, Electrical Safety, Fall Protection, Aerial Lifts, Cranes, 
Powered Work Platforms and other courses as required by employee position 
descriptions and work assignments. Required OSHA training courses are identified 
in the training database for each job classification. 
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4.1  Planning 

 
During the development and implementation of the System Security Program Plan, The 
SPM will be responsible for security planning, including the following: 

 

• Assisting the CEO in the overall development of the plan 

• Writing specific portions of the plan 

• Assisting the CEO in presenting the plan to the Board of Directors for 
review, modification and approval 

• Coordinating the establishment of the security procedures with other 
department managers  

• Coordinate the establishment of a security incident reporting system 

• Coordinate the establishment of a system wide threat and vulnerability 
assessment program 

 
After the establishment of the initial plan most planning activities will become 
ongoing and will involve the SPM and department heads.  
 
All employees will take into consideration the security of GRTC Transit System 
customers, stakeholders, transit vehicles and transit facilities in the performance 
of their regular activities and responsibilities. 
 

4.2 Training 
 
System Wide Training:  All employees will attend safety and security training on dealing 
with different security situations effectively.  These will include instruction on how to 
deal with difficult people, fare disputes, unruly passengers, threats against employees 
and passengers, and when to request police assistance. 
 
Other training measures for security should include: 

• Initial Training of new operators 

• Refresher training for present operators 

• CDL and DOT Certification  

• Safety Meetings 

• Safety Ride Checks 
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• Safety/Security Committee   
 

4.3 Disability Employment Resources and the Aging Workforce 

Considerations:                                                                                                  

GRTC has redundant emergency notification systems in place that are accessible to 

employees who are deaf or hard of hearing (e.g., text messaging, vibrating paging 

devices, pop-up messaging on computers, enunciators, etc.  Stairwell usage during an 

emergency is for the safe evacuation of personnel, as well as access for emergency 

responders.  In order to be as prepared as possible for the needs of everyone, plans 

must consider those persons needing extra assistance, as well as the responders 

assisting them.  People with disabilities may need additional assistance evacuating if 

stairways are a part of their evacuation route.  All safety routes, including stairwells, 

should provide safe passage and have the facilities necessary for evacuees to find their 

way, and (in the case of extreme emergency) provide a means for all occupants to 

communicate effectively their location to emergency personnel.  A multi-faceted 

approach, including evacuation devices, wheelchairs, transfer devices and staff support, 

may be required.                                                                                                    

• Manual wheelchairs should be stored in strategic locations of the building.  These 
chairs provide a readily accessible means of quickly evacuating staff with mobility 
disabilities, as well as provide an alternative method of mobility for any personnel 
that may have been evacuated from upper floors on evacuation devices. 

• Encourage all who work in the building or visit regularly to familiarize themselves 
with multiple ways to exit which should include the stairwells.  Employees with 
sight disabilities should be encouraged to practice “way-finding” and other 
methods for learning egress (the way out) routes.  

Added structures (e.g., reinforcement, emergency lighting, signage and fire doors) 

may be required to ensure the route to safety remains clear, adequate emergency 

lighting is available, and standardized accessible signage is readily accessible in the 

stairwell. 
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• Evacuation devices: These devices help quickly evacuate people with mobility 
limitations down or up stairs or across rough terrain. Not all of these devices are 
designed to be used independently by the evacuee, and in most cases require the 
assistance of another person to operate.  Types of evacuation devices include 
transport chairs, evacuation chairs, or any device specifically designed to aid 
personal mobility during an evacuation (e.g., wheelchairs).  

• Transport Chairs: Devices for moving a person with a mobility disability over a flat 
surface.  It is often a chair with very small wheels or any other wheeled device.  It 
allows very limited personal mobility and is not appropriate for travel over any 
rough terrain.  

• Evacuation Chairs: Devices designed to allow a person with a mobility disability to 
be transported down stairs.  Most evacuation chairs are not able to be solely 
operated by the occupant, may only be used to travel downstairs, and offers no 
independent mobility for occupants once travel downstairs has been completed.  

• Transfer devices: Any device to aid in the lifting, moving, and transferring of a 
person with a mobility disability from one device to another.  

• Plan for a person’s personal mobility either as soon as they exit the stairwell or 
once the evacuation is complete, particularly for personnel with mobility 
impairments. 

4.4 RideFinders 

RideFinders, a division of GRTC is located at 1013 East Main Street, Richmond, Virginia, 

at the heart of Richmond’s financial district and courts system.  This section has 

experienced robberies, bomb threats, civil protest, fires, explosions, and mandatory 

evacuations.  Posted inside the RideFinders facility is a schematic of entrances and exits 

to and from the building, showing front, side, and rear access points to assist occupants 

in an emergency situation should the need arise. As well as security camera that will be 

installed at this facility.   
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In the event that RideFinders becomes inoperable its employees should report to the 

GRTC Corporate Office located at 301 East Belt Boulevard - Richmond, Virginia where 

temporary pre-established emergency procedures will be followed regarding 

RideFinders’ operations.  RideFinders also has an emergency capability for some 

essential GRTC personnel should the need arise in an emergency situation. 

 

4.5 GRTC Information Systems Department 

GRTC’s Information Systems Department is responsible for all of the technology that is 

utilized within GRTC’s facilities, fixed route fleet, specialized transportation and bus 

Rapid transit fleet. This includes all of the following technology systems: 

1. Security Cameras 
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2. User Computers 
3. Data Centers Servers 
4. Bus Technology Systems(i.e. DVR’s, cameras, Clever AVL, pedestrian warning, 

destination signs, rear door warning system, tablets, radios, and fare boxes) 
5. Building Access Control 
6. Radio Communications 
7. Telecommunications 

In order to maintain and continue IT operations in the event of a disaster, GRTC IT 

maintains and equips a Mobile Command Center (MAC) to use in the event that GRTC’s 

main facility is inoperable. The MAC is equipped with a mobile radio dispatch center 

with 2 radio dispatch stations for Fixed Route Operations and 2 radio stations for 

Specialized Transportation Operations. This will provide a complete radio 

communications backup in the event the main facility is down. The MAC will also be able 

to support GRTC’s mobile Disaster Recovery Data Center rack that provides the ability 

for all of GRTC’s IT operations to be moved to another location and brought online. The 

MAC will serve as both a radio dispatch center and a mini datacenter to provide GRTC 

users with access to all major systems including Clever, Hastus, Great Plains, non-locally 

stored user files and Citrix remote access functionality in order for them to continue 

with their main priorities.  

To prevent Data Loss and easy recovery of lost files, GRTC IT operates the Disaster 

Recovery Data Center Rack as a backup location for all of GRTC’s important data. This is 

an exact replica of the critical main production data center servers and operates 24/7. In 

the event of a shut down in the GRTC Production environment, operations can be rolled 

over to the Disaster Recovery Data center and relocated if necessary. This system does 

not contain a backup for the phone system but does contain routers and all necessary 

telecommunication systems to bring GRTC back online with internet services within 8-10 

hours of an event.  

Phone services may be transferred and restored based solely on the type of event that 

has occurred and the availability of alternate facilities. All website communications will 

be restored once internet functionality is present.  
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4.6 Day-to-Day Activities 

 
Day-to-Day Security Activities include: 

 

• Application of an electronic cardkey access control program which requires 
all employees to have a card to enter company facilities.  Employee 
cardkeys will only access affiliated employee departments. 

• Identify security and safety hazards and make appropriate notifications. 

• Bus operators report all security incidents to Dispatch 

• Operators maintain safe control of their vehicle. 

• Dispatch receives radio calls for assistance from employees and dispatches 
supervisor and/or police. 

• Supervisors complete all reports related to security and take photographs 
of damage and injuries. 

• Supervisors provide assistance to on-scene police/fire personnel. 

• Supervisors provide leadership and direction to operators during security 
incidents. 

• Operators and/or Supervisors handle minor, non-threatening rule 
violations. 

• Department of Finance should identify security issues relative to revenue 
handling, collection, and processing. 

 

5.0 Implementation Goals and Objectives 
 
The primary goals of the Plan are: 

 
1. Establish the System Security Program 

• Ensure that transit staff understands exactly how the Program affects 
them; 

• Ensure that the Program receives management support; 

• Ensure that the procedures for the establishment of the Program, as 
described in the Plan, are followed; 

• Ensure that the tools necessary for establishing the Plan are provided. 
 
2. Define and Modify the Program 
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• Clearly describe the goals and objectives; 

• Evaluate the Program on a continuous basis and modify as needed. 
 
3. Describe the Program Clearly 

• Ensure that the plan is comprehensive and complete; 

• Ensure that all directors and managers understand the objectives of the 
Program; 

• Ensure that the Plan is current; 

• Evaluate the Plan. 
 
4. Communicate the Program to All Affected Persons 

• Obtain concurrence from the Board of Directors; 

• Distribute the plan to all directors and managers; 

• Require directors and managers to communicate the Plan to their staff; 

• Resolve any questions related to the Plan and Program. 
 
5. Provide the Means to Accomplish Security Tasks and Activities Established by 

the Plan 

• Ensure that all staff members are aware of and understand any new 
responsibilities, changes to rules or operating procedures, and any 
changes to the program; 

• Provide all necessary employee training. 
 

5.1 Implementation Schedule 
 

GRTC has established the following implementation schedule: 
 
Task       Completion Date 
Draft Security Plan     6/10/2013 
Submit Plan for review by other directors 9/1/2013 
Edit Security Plan     9/15/2013 
Finalize Security Plan    9/30/2013 
Submit Plan to Board of Directors  10/15/2013 
Revise as necessary    10/31/2013 
Distribute Plan Memo to all personnel 11/15/2013 
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Modify Security Program and Plan             8/2014 
Revised/Updated Security Program and Plan  8/1/2016 
and redistributed to Employees                        
Modify/Updated Security Program and Plan  8/2017 
Modify/Updated Security Program and Plan  8/2018 
Modify/Updated Security Program and Plan  8/2019 
Modify/Updated Security Program and Plan  10/2020 
 
 

 


